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IS management, legal risks and
responsibilities
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Description

IT managers and management are exposed to legal obligations due to new uses of IT tools: illegal
content, digital rights, information leaks, etc. This course, through practical cases and their case law, gives
the keys to rights and duties of IT stakeholders.

Who is this training for ?
For whom

IS manager, IS director and project manager, CISO.
Prerequisites

Aucune

Training objectives

Develop an overview of civil, criminal and professional legal risks

Know the responsibilities of stakeholders

Implement prevention measures
Build an IT charter

Training program
Introduction aux risques

Examples of legal risks linked to IT.
Category of risks.

Illustration by case law.
Responsibilities of different parties.
What is civil liability?.

What is criminal liability?.

What is professional responsibility?

Responsabilité et risques de I'entreprise et de I'employeur
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Cases where liability may be incurred.

Risks incurred by the legal entity in the event of liability incurred.
Concrete case law.

Liability and risks of the employer.

Risks incurred in the event of liability incurred.

Concrete case law.

Responsabilité du DSI/RSSI

¢ Cases where liability may be incurred.
¢ Risks incurred in the event of liability incurred.
e Concrete case law.

Responsabilité de I'utilisateur

¢ Cases where liability may be incurred.
¢ Risks incurred in the event of liability incurred.
e Concrete case law.

Mesures préventives

e Technical measures to be put in place within the company.
o Legal measures to be put in place to define responsibility or non-responsibility in the event of an
incident.

Obligations légales

Obligations regarding data.

Obligations regarding the system.

Obligations regarding individuals.

Obligations of the employer in relation to the measures put in place.

Charte informatique et Internet

How to properly build an IT charter?.

The important points to address when implementing an IT charter in the company.
Limits not to be exceeded.

Examples of IT charter.

Environnement international

« What are the responsibilities and risks incurred during an incident involving the international?.
¢ What are the means of prevention?
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