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Description

The ISO/IEC 27002 Lead Manager training will allow you to acquire the expertise necessary to support an
organization in the implementation and management of information security measures compliant with the
ISO/IEC 27002 standard. During With this training, you will gain in-depth knowledge of best practices in
information security measures and be adept at improving information security in an organization. After
having mastered all the concepts relating to information security measures, you can take the exam and
apply for the title of “PECB Certified ISO/IEC 27002 Lead Manager”. By holding a certification from PECB,
you will demonstrate that you have the practical knowledge and professional skills to support and lead a
team in the implementation and management of ISO/compliant information security measures. IEC 27002.

Who is this training for ?

For whom

Managers or consultants wishing to implement an Information Security Management System (ISMS) in
compliance with standards 27001 and ISO/IEC 27002 Project managers or consultants wishing to
master the processes for implementing the Information Security Management System information
security Anyone responsible for information security, compliance, risk and governance in an
organization Information security team members Specialized information technology advisors
Information security officers Information Security Information Security Managers Privacy Officers IT
Professionals Chief Technology Officers, Chief Information Officers (ClOs) and Chief Information
Security Officers

Prerequisites

Fundamental knowledge of the ISO/IEC 27002 standard and in-depth knowledge of information
security.

Training objectives

e Master the implementation of information security measures while respecting the framework and
principles of the ISO/IEC 27002 standard

e Master the concepts, approaches, standards and techniques necessary for the implementation
and effective management of information security measures
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¢ Understand the relationship between the different components of information security measures,
including accountability, strategy, acquisition, performance, compliance and human behavior

¢ Understand the importance of information security for the organization's strategy Master the
implementation of information security processes

e Master the expertise to support an organization in the implementation, management and
maintenance information security measures

¢ Master the formulation and implementation of information security requirements and objectives
Training program
Le programme

Day 1: Introduction to information security measures compliant with ISO/IEC 27002.

Day 2: Information security requirements and objectives compliant with ISO/IEC 27002

Day 3: Monitor, measure, analyze and evaluate information security measures

Day 4: Continuous improvement of information security performance Organizational information security
management system

Day 5: REVIEW
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