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ISO/IEC 27035 Lead Incident Manager
"Information security incident
management"
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SII-301 5 Days (36 Hours)

Description

During this training, you will acquire in-depth knowledge of the process model for designing and
developing an incident management plan for organizations. This training's compatibility with 1ISO/IEC
27035 also supports ISO/IEC 27001 by providing guidelines for managing information security incidents.

Who is this training for ?

For whom

Information security incident managers. ICT managers. Information technology auditors. Managers
looking to set up an incident response team. Managers interested in learning more about how to
effectively operate an incident response team. Information security risk managers. Professional IT
systems administrators. Professional computer network administrators. Incident response team
members. People responsible for information security within an organization.

Prerequisites

A fundamental understanding of ISO/IEC 27035 and in-depth knowledge of information security.

Training objectives

¢ Master the concepts, approaches, methods, tools and techniques that enable effective
management of information security incidents according to ISO/IEC 27035

¢ Know the correlation between the ISO/IEC 27035 standard and other standards and regulatory
frameworks

e Acquire the expertise necessary to support an organization during the implementation,
management and maintenance of an information security incident response plan

e Acquire the skills to effectively advise organizations on information security management best
practices

¢ Understand the importance of adopting well-structured procedures and policies for incident
management processes

e Develop the necessary expertise to manage an effective incident response team
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Training program

Jour 1 : Introduction aux concepts relatifs a la gestion des incidents de sécurité de I'information,
tels que définis par I''SO/CEI 27035

Jour 2 : Conception et préparation d'un plan de gestion des incidents de sécurité de I'information

Jour 3 : Lancement d'un processus de gestion des incidents et traitement des incidents de sécurité
de l'information

Jour 4 : Suivi et amélioration continue du plan de gestion des incidents liés a la sécurité de
l'information

Jour 5 : Examen de certification
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