N~ SKILLS CAMPUS . ) .
Training & Certification Center Notre métier, développer le vbtre

ISO/IEC 27032 Lead Cybersecurity
Manager

% %k Kk ok

Sll-422 5 Days (35 Hours)

Description

By following this intensive training, you will be able to acquire the skills and knowledge necessary to set
up and manage a cybersecurity program based on the 1ISO 27032 standard. In addition, this training will
allow you to obtain the 1ISO 27032 certification.

Who is this training for ?

For whom

e Cybersecurity professionals
¢ Information security experts
¢ Project managers and IT security consultants.

Prerequisites

Training objectives

¢ This in-depth training will allow you to understand in detail the components and operations of a
cybersecurity program compliant with ISO/IEC 27032 standards and the NIST Cybersecurity
Framework

¢ You will be able to know the objectives, content and correlation between these operational
standards and frameworks, as well as with other standards and frameworks

¢ Additionally, you will be able to master the concepts, approaches, standards, methods and
techniques to effectively establish, implement and manage a cybersecurity program within an
organization

¢ You will be able to interpret the ISO/IEC 27032 guidelines in the specific context of your
organization

¢ You will also gain the expertise necessary to plan, implement, manage, control and maintain a
cybersecurity program in accordance with the specifications of ISO/IEC 27032 and the NIST
Cybersecurity Framework

¢ Finally, you will be able to advise an organization on best practices for managing cybersecurity
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Training program

Le premier jour de la formation portera sur l'introduction a la cybersécurité et aux concepts liés, tels
que définis par I''SO/CEI 27032.

La formation abordera les politiques de cybersécurité, le management du risque en cybersécurité,
ainsi que les mécanismes d'attaque.

Au cours de la formation, les participants seront formés sur les politiques de cybersécurité, la
gestion des risques liés a la cybersécurité et les différents mécanismes d'attaque.

Le quatrieme jour de la formation sera consacré a la gestion des incidents, au suivi et a
I'amélioration continue des mesures de cybersécurité.

L'examen de certification "PECB Certified ISO/IEC 27032 Lead Cybersecurity Manager" sera
passé en ligne a l'issue de la formation.
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